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Logging and Alerting 

Something 
Bad 
Happens 

A lot of 
stuff 
happens 

Notification 
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Introduction.  What is log management? 

 Collection, storage, and analysis of security log files 
from multiple systems. 

 Devices, servers, systems, mobile devices, etc. 

 Alerting is the process of notifying some process or 
person that a specific event that has occurred. 

 Event may be known (signature) or unknown 
(behavior based). 

 Must not de-sensitize the organization through false-
positives 

 Component of an organization’s risk management 
program, investigations, and compliance teams 
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Logging And Alerting Program 

 Charter 

 Organization 

 Staffing models.  Qualifications.  Job Requirements. 

 Roles & Responsibilities 

 Detailed descriptions of the various roles 

 Interfaces 

 Communications with other organizations / functions 

 Documented Procedures 

 Auditing 
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Logging Basics: 

 What device types are in your infrastructure? 

 What does the network look like: 

 Logging By Location: 

 DMZ?  Extranet? 

 Commercial Solution vs. Organic 

 Many successful solutions are mixed / heterogeneous 

 Interfaces /translators are often customized (and the 
source of failures) 

 Can be outsourced or off-shored 
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Before You Continue…. 

 Why you are logging? 

 Protect Assets 

 Compliance to regulatory 
requirements 

 Industry Standards / 
Best Practices 

 Investigations and 
forensics 

 Reduce Risk 

 Build the right program! 
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Regulatory Requirements 

 Health Insurance Portability And Accountability Act 

 NIST Publication 800-66 provides guidance on what to log. 

 Regulation includes provisions around physical protection of 
the logs, masking of Protected Health Information (PHI) 

 PCI Data Security Standards 

 Adequate logging that includes logged event types and details  

 Log retention of 1 Year.  3 months easily accessible. 

 Central log aggregation in a controlled environment. 

 Log protection and security including log access and data 
integrity control. 

 Daily log review which can be completed automatically 
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Regulatory Requirements 

 Sarbanes Oxley (SOX) Act 

 Used to identify security violations and exploitation 

 For auditors to review as part of their program to 
review logs and audits of logs 

 Federal Information Security Management Act (FISMA) 

 Reference NIST SP 800-53, Recommended Security 
Controls for Federal Information Systems 

 Describes log management controls including the 
generation, review, protection, and retention of 
audit records and logging data 
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Considerations: 

 Bandwidth: 

 Not all networks are created equal 

 You won’t be the first person who takes a network 
down due to logging issues! 

 Capacity: 

 Storage is cheap, but still not free.  Or unlimited. 

 Why are you logging: 

 Helps define collection, retention, and analysis 
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Log Management Architecture 

• Multiple Source Devices 

• Network Collectors / Taps 

• Hosts / Networks / Systems 

Log 
Generation 

• Accept log data in real-time or batch 

• Aggregate and analyze logs 

• Transfer to storage devices 

Analysis & 
Storage 

• Presents in a human readable format 

• Used to monitor and review log data 

• Used by reporting engines 

Monitoring 
& Reporting 
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Log Storage 

 Pre-Filtering 

 Reduction of what is stored – some loss of fidelity 

 May eliminate part of the data packets 

 Tiered Storage: 

 Hierarchical Storage Management 

 HSM manages storage of data – balances 
between cost and performance. 

 On-Line vs. Off-Line – What is needed “now” versus 
what can be restored and available. 

 What are the availability expectations? 
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Log Storage 

 What happens when you run out of room? 

 Should be alerting well prior to this occurring! 

 Delete older first 

 Remove meta-data (lighten the load) 

 Stop storing new data 

 Mark certain log segments as “Do not delete” 

 How to manage older data that is part of an ongoing 
investigation 

 Auto-archive? 
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Log Security 

 Secure the overall process 

 Secure the transmission 

 Remember: Confidentiality, Integrity, and Availability 

 Data Protection 

 Integrity Checks Through Secure Hash Functions 

 Access Control 

 Who can access the data? 

 Audit Logs of The Log 

 Log changes to the data and by whom 
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Log Display:  Aggregated vs. Raw 
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Alerting 

 Typical organization logs hundreds of thousands to 
millions of events per day. 

 What matters to organizations.  What types of 
events do you want to know about. 

 False positives?  Really? 

 Tuning is continuous.  It is NOT a start-up phase. 

 Understand what the output of an Alert is: 

 Notification for further review by an Analyst 

 Creation of a trouble ticket 

 Initiate an investigation 
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Security Event Log Management 

 Also known as Security Information Event Management 

 Includes: 

 Data Aggregation: consolidate monitored data to help avoid missing crucial 
events.  

 Correlation: looks for common attributes and trends and aggregates events 
over multiple time spans together into cohesive packages 

 Alerting: the automated analysis of correlated events and generation of some 
type of alert  

 Dashboards: Tools to report on the data including reporting, informational 
screens, metrics. 

 Compliance: automatically create reports that adapt to existing security, 
governance and auditing processes 

 Archiving: Employ longer term storage of historical data to facilitate 
correlation of data over time both on-line and off-line 
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Log File Rotation 

 Closes the current log file and creates a new log file 

 Based on size, number of events captured, time in 
days or hours 

 Helps compartmentalize data for data integrity and data 
management 

 Rotated log files can be reduced in size through: 

 Compression 

 Deletion of extraneous information  

 Can be easily shared, stored, transmitted 
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Log Archiving 

 Storage of logs for an extended period of time 

 “Extended” is open to interpretation. 

 Sometimes its anything outside of the logging system. 

 Archival may be: 

 Off-Line:  Accessible, but typically requires 
intervention to access. 

 On-Line:  Typically available in near real-time. 

 Log Preservation:  retaining logs typically discarded for 
a specific purpose such as an investigation 

 Watch regulatory requirements to ensure compliance 



MIS Training Institute   Logging And Alerting - Slide 19 / 27 
© Johnson & Johnson Services, Inc.  

Log Retention 

 The only caveat is when they run out of room and can’t 
acquire more, they arbitrarily delete older data. 

 Data Retention Policy – What is it? 

 Data Retention Schedule – Different for different types? 

 Should have provision for investigations / incident 
tracking so that data retention may be  

 Validating Data Disposal at all collection, storage, 
processing, transmission points 

 Automate the destruction process 

Virtually every organization retains all data ever collected 
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Passive Testing 

 Doesn’t introduce packets or data into the network 

 Includes a review of: 

 Policies, Practices, Standards, Procedures 

 Data flows 

 Data Retention 

 Organization size, structure, and staffing 

 Process from generation to reporting 

 Source data compared to reported data 

 Highlights findings and recommendations 
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Active Testing 

 May include all parts of Passive Testing 

 Injects traffic into the network or host stream. 

 Compares known input with output 

 For example, inject traffic that indicates a host is 
compromised and sending traffic to an external host 

 Watch what you inject and any effects it may have 

 Consider creating a custom signature such as an 
EICAR file used in Anti-Virus testing 

 Can test time to detect, notify, respond and all actions 

 

 



MIS Training Institute   Logging And Alerting - Slide 22 / 27 
© Johnson & Johnson Services, Inc.  

Interfaces:  Legal / Counsel 

 Depending on your organization, this may be a pretty 
large interface: 

 Service Providers vs. Enterprise 

 Tolerance of delayed / lost responses 

 Process and approval flow to respond to external 
requests for data 

 Who does what? 

 What can be released? 

 Who must approve? 
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Privacy Considerations 

 Consider Data Protection Laws when storing and 
transferring information 

 Be aware of different laws where data is collected, 
stored, transmitted, and processed at. 

 You will likely capture sensitive data 

 Both personal and corporate 

 Restrict who has access to data packets 

 Review logging program with Privacy and Legal teams 
in your organization 

 Follow record retention program 
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Logs as Evidence:  What's Different 

 Must maintain Chain of Custody 

 Must understand all aspects of Log Management from 
generation (i.e. at the node) to reporting. 

 Document the data flows.  Audit it. 

 Ensure file integrity.  Use checksums to validate data. 

 Log and review who accesses the audit logs. 

 Policies and procedures must address log file 
preservation, chain of custody, data integrity. 

 You and your logs may show up in court. 
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Resources: 

 NIST Standard 800-92 

 Vendors Product Pages 
and White Papers 

 Compliance Standards 
such as HIPAA and PCI 

 Computer Crimes and IP 
www.justice.gov/usao/e
ousa/foia_reading_room/
usab4902.pdf 
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Lessons Learned 

 You can’t get the tuning right the first time.  It’s part of 
the process.  Build the time in. 

 Don’t underestimate the interfaces to other parts of the 
organization 

 Watch regulatory and industry requirements that 
dictate retention and on-line and off-line requirements 

 In the beginning, what you log and how much you log 
is directly proportional to how many alerts you have 

 Erring on the side of caution and alerting on more 
events is not always the right thing. 

 Don’t generate an alert if you can’t won’t act on it 
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Questions / Comments / Thoughts 

 What’s left? 

 What’s next? 

 Questions?  Comments?  Thoughts? 
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